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Abstract:

The rapid expansion of cloud computing has broadened the cyber threat landscape, making intrusion
detection increasingly difficult due to the scale, speed, and complexity of network traffic in dynamic
cloud environments. This paper presents A Genetic Algorithm-Optimized Hybrid Deep Learning-driven
Intrusion Detection System (GA-HDLIDS) that combines Convolutional Neural Networks (CNNs), Long
Short-Term Memory (LSTM) networks, and an attention mechanism to model both spatial and
temporal patterns in network data. A Genetic Algorithm (GA) is integrated to automate
hyperparameter optimization, eliminating manual tuning and significantly boosting classification
accuracy. Evaluated on the CSE-CIC-IDS2018 dataset, the baseline model (HDLIDS) achieves 99.19%
(multi-class) and 99.57% (binary) accuracy. The OHDLIDS model substantially outperforms existing
methods, reaching 99.97% and 99.99% accuracy, respectively, with F1 scores above 99.9%. Moreover,
the model generalizes effectively to an unseen dataset (CSE-CIC-IDS2019) without retraining,
attaining 90.91% accuracy, confirming its robustness in real-world scenarios. All experiments prevent
data leakage through strict training-testing separation. These results establish OHDLIDS as a highly
accurate, scalable, and practical solution for intrusion detection in evolving cloud computing
environments.
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